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Overview
• 8/4/06 AOL posted a link to customer search

data [TC1]

• 8/7/06 AOL removed link and apologized to
customers following a flood of complaints [TC2]

• 8/9/06 NYT article identifies AOL customer
using released data [NY]

• 8/14/06 EFF filed FTC complaint against AOL
[EF2]



What was in the AOL file?

• Data from 20 million searches by
650,000 customers from March to May
2006

• Data was divided into five fields

[TC1]



http://www.aolstalker.com/4417749.html





Why AOL data release was wrong

• users could be identified

• users’ search history and site visits
could be traced

• Users did not provide consent for data
release



Data release violated AOL
privacy user agreement

• Agreement allowed sharing “personally
identifiable information” with affiliated
providers when information was necessary
to complete a user requested transaction

• Agreement did not mention disclosure of
search data to researches or the general
public

[EF2]



• Electronic Communications Privacy Act
(ECPA) [EB]
– USC 18 § 2702 Voluntary disclosure of customer

communications or records

• Federal Trade Commission Act § 5(a) [EF2]
– Covering deceptive and unfair trade practices

Data release allegedly violated a
US law and FTC regulation



Other Customer Privacy Agreement
Cases

• FTC v. Toysmart.com (2000) [ST]
– Judge initially blocked sale of customer

data belonging to bankrupt company

• Gonzales v. Google (2006) [NE]
– Judge blocked release of customer search

data
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